

    
      
          
            
  



BitcoinScript’s Documentation

Bitcoin Script Debugger and Interactive Shell


What is the BitcoinScript library?

BitcoinScript is a python3 library which provides a clean OO
class interface for accessing, creating, and manipulating Bitcoin scripts [https://en.bitcoin.it/wiki/Script].

BitcoinScript also includes two powerful tools: a debugger and an interactive shell
for bitcoin scripts.

BitcoinScript is not an alternative implementation of a bitcoin-script interpreter.
It is built on top of the existing and well-known python-bitcoinlib [https://github.com/petertodd/python-bitcoinlib] library,
which does all the heavly-lifting and takes care of the gory details.




Main Features


Debugger

See the debugger section of the docs.




Interactive Shell

See the interactive shell section of the docs.




Class Interface

BitcoinScript provides a clean and intuitive interface to script entities.

The main features of OO interface:


	Specialized OutScript and InScript classes for each script type (P2PKH, P2SH, P2MULTISIG, etc.).

	Access script components as attributes.
	inscript.signature (P2PKH), outscript.pubkeys (P2MULTISIG,), etc.





	Intuitive constructors.
	InScriptP2PKH.from_pubkey_and_signature(pubkey, sig) –> creates an InScriptP2PKH object





	Recursive access of P2SH redeem scripts (the scripts embedded in the P2SH inscript), which are scripts as well.
	inscript_p2sh.redeem_script.type, inscript_p2sh.redeem_script.pubkeys, etc.





	Easy to serialize script objects to raw binary form, and deserialize back to objects.
	script.raw.hex() –> ‘76a91492b8c3a56fac121ddcdffbc85b02fb9ef681038a88ac’





	Easy to format script objects to human-readable form, and parse back to objects.
	print(script) –> ‘OP_DUP OP_HASH160 92...8a OP_EQUALVERIFY OP_CHECKSIG’












Getting Started

Install using pip:

pip install bitcoinscript






Examples

For an easy start, see the code examples.






Disclaimer

BitcoinScript IS NOT production-ready.  It is new, and hasn’t been tested in the wild.

For any task where mistakes can lose you money, please don’t rely on BitcoinScript.

Although I put much effort into testing the code, there may still be bugs.




More

Bug reports, suggestions and contributions are appreciated.

Issues are tracked on github [https://github.com/fungibit/bitcoinscript/issues].
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The BitcoinScript Interactive Shell

The easiest way to play around with the bitcoin scripting language is
using an interactive shell.

BitcoinScript integrates with IPython, by adding a bunch of IPython-magics.  This way, you can perform
bitcoin-script operations inside a IPython session, while enjoying all the nice features of IPython.





	note:	The examples here use the automagic IPython setting, so they don’t require a %-prefix
before each magic call.  If you don’t use automagic, you’d need to add the %-prefix as required.






Starting the Interactive Shell

Start an IPython session, and activate the BitcoinScript magics by importing bitcoinscript.shell:

% ipython3
> import bitcoinscript.shell
*** BitcoinScript shell magics are Enabled. Enter `%Shelp` for more details. ***
>





Alternatively, you can load the BitcoinScript magics explicitly when starting ipython:

% ipython3 -i bitcoinscript/shell.py
*** BitcoinScript shell magics are Enabled. Enter `%Shelp` for more details. ***
>





To find the path to pass to ipython’s -i option, run:

python3 -c 'import bitcoinscript.shell; print(bitcoinscript.shell.__file__)'








Interactive Shell Example

A simple example, for the challange of finding the hash-preimage of c0b057f584795eff8b06d5e420e71d747587d20de836f501921fd1b5741f1283:

% ipython3

### Activate BitcoinScript magics:

> import bitcoinscript.shell
*** BitcoinScript shell magics are Enabled. Enter `%Shelp` for more details. ***

### Compose the output script: given an input, hash it, push the expected hash, and compare.
### The scripts are printed after each addition. We could use `Sechooff` to supress echoing.

> OP_HASH256
 InScript  : []
*OutScript : [OP_HASH256]

> Spushdata 0xc0b057f584795eff8b06d5e420e71d747587d20de836f501921fd1b5741f1283
 InScript  : []
*OutScript : [OP_HASH256 c0b057f5...741f1283]

> OP_EQUAL
 InScript  : []
*OutScript : [OP_HASH256 c0b057f5...741f1283 OP_EQUAL]

### We get an error if we run the script without providing an input.

> Sverify
*ERROR* [MissingOpArgumentsError] EvalScript: missing arguments for OP_HASH256; need 1 items, but only 0 on stack

### Add an input. Maybe the answer is 2?

> Sinscript
INSCRIPT is now active

> OP_2
*InScript  : [2]
 OutScript : [OP_HASH256 c0b057f5...741f1283 OP_EQUAL]

> Sverify
*ERROR* [VerifyScriptError] scriptPubKey returned false

### Try another input. Maybe the answer is 0xff?

> Sclear
*InScript  : []
 OutScript : [OP_HASH256 c0b057f5...741f1283 OP_EQUAL]

> Spushdata 0xff
*InScript  : [ff]
 OutScript : [OP_HASH256 c0b057f5...741f1283 OP_EQUAL]

> Sverify
SUCCESS

### YES!!











          

      

      

    

  

    
      
          
            
  
Code Examples

This section includes various examples of using the bitcoinscript library, and
demonstrates some of the main features.

Bitcoinscript conveniently includes sample bitcoin scripts.  These are real-world
scripts extracted from the real blockchain.  The samples are useful for
playing around and trying it out.  Some of the examples here use the sample scripts.


Dissecting a P2PKH Script

This example shows how to access the parts P2PKH scripts (outscript and inscript)
are made of.  We use the P2PKH scripts included in the samples.

from bitcoinscript import Address
from bitcoinscript.samples import get_sample
outscript, inscript = get_sample('P2PKH')

# Various ways to view a script:
outscript
=> <OutScriptP2PKH paying to 1JYRfuBFd5p6efVV5U5HdZJwSDaAtnVwvG>
outscript.type
=> <ScriptType.P2PKH: 2>
outscript.hex
=> '76a914c06ba08f6d85ee0c4a26d8fe554b879cd9d1319b88ac'
print(outscript)
=> OP_DUP OP_HASH160 c06ba08f6d85ee0c4a26d8fe554b879cd9d1319b OP_EQUALVERIFY OP_CHECKSIG
inscript
=> <InScriptP2PKH 47304402202705767c9be071b580f8286a058410808cdd9662a359b463f7c1dd42f7c60c2d02202f08d8f6c0d4dd9080d2b6ed4dc2098087e737ec6061b01e733eb85e27bbef50012102f3348097a2d088c43727f554bad3e4135f86c60a6b2b74b13aef87f4af215946>
inscript.type
=> <ScriptType.P2PKH: 2>
print(inscript)
=> 304402202705767c9be071b580f8286a058410808cdd9662a359b463f7c1dd42f7c60c2d02202f08d8f6c0d4dd9080d2b6ed4dc2098087e737ec6061b01e733eb85e27bbef5001 02f3348097a2d088c43727f554bad3e4135f86c60a6b2b74b13aef87f4af215946

# P2PKH ouscripts consist of a pubkey-hash, which can also be accessed as an Address object:
outscript.pubkey_hash.hex()
=> 'c06ba08f6d85ee0c4a26d8fe554b879cd9d1319b'
outscript.get_address()
=> Address('1JYRfuBFd5p6efVV5U5HdZJwSDaAtnVwvG')
outscript.get_address().hash160_hex
=> 'c06ba08f6d85ee0c4a26d8fe554b879cd9d1319b'

# P2PKH inscripts consist of a pubkey and a signature. SigHash is part of the signature:
inscript.pubkey.hex()
=> '02f3348097a2d088c43727f554bad3e4135f86c60a6b2b74b13aef87f4af215946'
inscript.signature
=> <Signature 304402202705767c9be071b580f8286a058410808cdd9662a359b463f7c1dd42f7c60c2d02202f08d8f6c0d4dd9080d2b6ed4dc2098087e737ec6061b01e733eb85e27bbef5001>
inscript.signature.sighash
=> <SigHash ALL>

# Some sanity tests:
assert Address.from_pubkey(inscript.pubkey) == outscript.get_address()
assert Address.from_pubkey(inscript.pubkey).hash160 == outscript.pubkey_hash








Reconstructing a P2PK Script

This simple example demonstrates how to create a P2PK outscript/inscript pair.
Script data (pubkey and signature) are extracted from a sample script.

from bitcoinscript.script import OutScriptP2PK, InScriptP2PK
from bitcoinscript.samples import get_sample
outscript1, inscript1 = get_sample('P2PK')
# extract the required pubkey (from outscript) and signature (from inscript):
pubkey = outscript1.pubkey
signature = inscript1.signature
# create an outscript from pubkey, and an inscript from the signature:
outscript2 = OutScriptP2PK.from_pubkey(pubkey)
inscript2 = InScriptP2PK.from_signature(signature)
# sanity testing:
assert outscript1 == outscript2 and inscript1 == inscript2








Reconstructing a P2SH Script

This example is similar to the previous one, but performs a “deep” reconstruction of a
P2SH, including reconstructing the P2MULTISIG redeem scripts embedded in the P2SH inscript.

Again, we start with a sample script.

from bitcoinscript.script import OutScriptP2SH, InScriptP2SH, OutScriptP2Multisig, InScriptP2Multisig
from bitcoinscript.samples import get_sample
outscript1, inscript1 = get_sample('P2SH', 'P2MULTISIG')
outscript1
=> <OutScriptP2SH paying to 3D1uMVMRYsHCQo8RR42RK3s68z9xgc7a4K>
inscript1
=> <InScriptP2SH containing <OutScriptP2Multisig 2-of-2 paying to 13NcGGDPVym1XUhDdVGAMkuCrLy5AZNYSP,17QTqiik6GqxfdFghefypkosQH7FpHV7xX> >

# extract P2MULTISIG redeem scripts from inscript:
redeem_script1 = inscript1.redeem_script
redeem_inscript1 = inscript1.redeem_inscript
redeem_script1
=> <OutScriptP2Multisig 2-of-2 paying to 13NcGGDPVym1XUhDdVGAMkuCrLy5AZNYSP,17QTqiik6GqxfdFghefypkosQH7FpHV7xX>

# reconstruct redeem script ("num_required" is the "M" from "M-of-N"):
redeem_script2 = OutScriptP2Multisig.from_pubkeys(redeem_script1.pubkeys, redeem_script1.num_required)
assert redeem_script1 == redeem_script2

# reconstruct redeem inscript:
redeem_inscript2 = InScriptP2Multisig.from_signatures(redeem_inscript1.signatures)
assert redeem_inscript1 == redeem_inscript2

# reconstruct P2SH scripts from redeem scripts:
outscript2 = OutScriptP2SH.from_script(redeem_script2)
inscript2 = InScriptP2SH.from_redeem_scripts(redeem_script2, redeem_inscript2)
assert outscript1 == outscript2 and inscript1 == inscript2








Counting Script Types

We loop over the blockchain using chainscan [https://chainscan.readthedocs.io/en/latest/index.html],
counting outscripts’ script-type.

from collections import Counter
from chainscan import iter_txs
from bitcoinscript import outscript_from_raw
Counter(outscript_from_raw(txo.script).type
        for tx in iter_txs()
        for txo in tx.outputs )





Output:

Counter({<ScriptType.HASH_PREIMAGE: 7>: 52,
         <ScriptType.PROVABLY_UNSPENDABLE: 0>: 3087707,
         <ScriptType.IF: 6>: 5,
         <ScriptType.P2PKH: 2>: 602810633,
         <ScriptType.P2PK: 1>: 1315266,
         <ScriptType.P2SH: 3>: 76651788,
         <ScriptType.P2MULTISIG: 4>: 574887,
         <ScriptType.OTHER: -1>: 221676})








Counting P2SH “Script Subtypes”

In this example we count P2SH redeem-script types.

Naturally, this only includes spent P2SH scripts, because redeem scripts are only
revealed upon spending.

Again, we’re using chainscan [https://chainscan.readthedocs.io/en/latest/index.html] for looping over the blockchain.





	note:	Running this example consumes at least 7GB of memory (due to track_scripts mode).





from chainscan import iter_txs
from bitcoinscript import outscript_from_raw, inscript_from_raw
from collections import Counter
counter = Counter()
for tx in iter_txs(track_scripts = True):
    if tx.is_coinbase:
        continue
    for txi in tx.inputs:
        outscript = outscript_from_raw(txi.output_script)
        if outscript.type == ScriptType.P2SH:
            rscript = inscript_from_raw(txi.script, ScriptType.P2SH).redeem_script
            if rscript is not None:
                counter[rscript.type] += 1





Output:

Counter({<ScriptType.TIMELOCK: 5>: 430,
         <ScriptType.IF: 6>: 2052,
         <ScriptType.P2MULTISIG: 4>: 67757802,
         <ScriptType.OTHER: -1>: 108141,
         <ScriptType.P2PKH: 2>: 447,
         <ScriptType.P2PK: 1>: 6903,
         <ScriptType.HASH_PREIMAGE: 7>: 136})








Verifying All scripts

Bitcoinscript includes the verify_script function, which executes scripts.

In this example, we verify all scripts from the blockchain.





	note:	This example verifies everything.  It takes a few days to complete, and consumes at least
7GB of memory (due to track_scripts mode).





from chainscan import iter_txs
from bitcoinscript import inscript_from_raw, outscript_from_raw
from bitcoinscript.verify import verify_script, VerifyScriptError
for tx in iter_txs(track_scripts = True, include_tx_blob = True):
    if tx.is_coinbase:
        continue
    for input_idx, txinput in enumerate(tx.inputs):
        outscript = outscript_from_raw(txinput.output_script)
        inscript = inscript_from_raw(txinput.script, outscript)
        try:
            verify_script(inscript, outscript, tx.blob, input_idx)
        except VerifyScriptError as e:
            print('Script verification failed for tx %s, input #%s' % (tx.txid_hex, input_idx))
            print('    ERROR: %s' % ( e, ))











          

      

      

    

  

    
      
          
            
  
The BitcoinScript Debugger

BitcoinScript comes with an in-terminal ascii-graphical debugger.

The debugger lets you navigate between script execution steps, while displaying
the states of the stack and tape.


Screenshots

[image: _images/bitcoinscript_debugger_screenshot1.png]



Starting the Debugger


Programmatically

Call run_in_debugger().

The simplest example is loading a sample script along with its execution-args (flags and context),
and passing them on to run_in_debugger():

from bitcoinscript.debugger import run_in_debugger
from bitcoinscript.samples import get_sample_exec_args
a, kw = get_sample_exec_args('P2PKH')
run_in_debugger(*a, **kw)








From interactive shell

Interactive shell’s Sdebug command invokes the debugger with the scripts the interactive session is loaded with
(or the scripts interactively composed in it).

The simplest example is loading a sample script to the interactive shell, and then invoking the debugger:

# load the sample script:
Sloadsample P2SH P2MULTISIG
# start the debugger:
Sdebug





See the docs for more details about using the interactive shell.




Try it out from command line

Simply run debug_sample.py [https://github.com/fungibit/bitcoinscript/blob/master/bin/debug_sample.py]
script and specify a predefined sample script. For example:

python3 bitcoinscript/bin/debug_sample.py P2PKH










Using the Debugger

Once you start a debugger session, use the arrow keys to navigate forward and backward.

Press “Q” to quit.

Press “H” to see a HELP screen.
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